Document Name Open Science Grid User Acceptable Use Policy

Version Version 1.0.1

Date last updated February 18, 2005

OSG Activity Security Technical Group
Abstract:

This document describes the acceptable use policy governing all users access
to OSG resources.
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Introduction

All users requesting services of the Open Science Grid must abide by a common set of
basic rules. This document lists those basic rules. Details of processes enforcing these
rules are documented separately.

Users Agreement

(1) You may only perform work and store data consistent with the charters of the
organizations of which you are a member, and only on resources authorized for use by
those organizations.

(2) You will not attempt to circumvent administrative and security controls on the use of
resources. If you are informed that some aspect of your grid usage is creating a problem,
you will adjust your usage and investigate ways to resolve the complaint. You will
immediately report any suspected compromise of your grid credentials
(security@opensciencegrid.org) or suspected misuse of grid resources
(abuse@opensciencegrid.org).

(3) Resource providers have the right to regulate access as they deem necessary for either
operational or security-related reasons. Examples may include regulation based on VO,
IP address, submitter, job type, or other relevant characteristic. Resource providers will
endeavor to make minimal restrictions sufficient to accomplish the desired regulation.



